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Microsoft 365 Business Premium

https://www.microsoft.com/en-ie/microsoft-365/business/
microsoft-365-business-premium?

Microsoft 365 Business Premium includes below:

e Upgrade from Windows 7 Pro to Windows 10

e  Microsoft 365 Business Basic (50GB Mailbox)

e  Microsoft Teams

e  Microsoft Intune

e  Microsoft AIP P1 (message Encryption)

e (0365 ATP P1 (Spam Filter)

e 100GB Archive

e Litigation Hold and Data Loss Prevention

e  Share Computer Activation ( Run on a RDS environment)
e AD Premium P1 allowing auto enrolment of devices

e  Conditional Access policies including whitelisting of IP addresses for MFA
e Limit of 300 Users
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Layered Approach to Security

Security Issues at each Layer

User Device Application Email Document
_ "
R D 10 Pro
—
» Compromised Login « Malware/ Ransomware » Users can copy/paste/save = Email Malware y lmgortant docn;r_ﬂents nﬁved
. . (Compromised Device) corp data to persanal apps vulnerabilities to be protectedinterna
Weak Credentials y  Device —BYOD eing Sinen o R and externally
. .. | . . nmanage evice —| - - SINE party apps wi . ansomwalre . . .
Suspicious locations has your corp data weak security threats/Phishing *  Making sure only the right
) N people have access
* WeakPin —anyone can * Protecting sensitive data ] )
access from being shared *  Making sure departing
employees don’t have
access
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Why Microsoft 365 Business Premium?

Securing each and every Layer

Microsoft 365 Business Premium

Identity Security

User

R D 10 Pro
I [

AAD Features like MFA

Self Service Password Reset

+ Conditional Access

Device Security

Device

Microsoft Defender AV

Full Centralized
Management of Mobile and
Laptops with Intune

Remote wipe of data of lost
& stolen devices

BitLocker Encryption

Enforce Strong Pin
requirements along with
WiFi, VPN profiles

— @

Application Security

Application

Restrict copy/paste/save
corp data to personal apps

Accessing sensitive apps
securely (Windows Virtual
Desktop)

Email Security

Email

Advanced Threat Protection
for protection against
malware and zero dav
attacks '

Data Loss Prevention 1o
maonitor sensitive data from
being transmitted

Email restrictions like “Do
Not Forward” or “Encrypt
Email”

Document Security

Document

Azure Information
Protection protects,
classifies Documents for
secure sharing

Revoke access to
Documents

Track Sensitive documents
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Why Microsoft 365 Business Premium?

Securing each and every Layer

Device & Application Security Identity Security
Azure Active
Directory
& =~ = —
Exchange Online: Email Calendar
) SharePoint Online: ODFB, Sites
Self Service Password Reset .
MEA Teams: Persistent Chat
conditional Access Mew Office Client: Word, Excel PowerPoint
External Threat Protection
10 Pro Office 365 Advanced Threat Protection
Active Office 365 Multi-Factor Authentication
e Directory
Nibile Bevices Windows 10 Pro device Controlling Data Access
Device M Data Loss Prevention
?Vlce anagement Preservation with Exchange Online archiving
Microsoft Defender AV Information Rights Management & Encryption
Centralized Windows Security Enablement
E2E MDM for i0S/Android Email security

wifi, VPN, Profile; Certificate Management

Intune Application Management
Restriction on Cut/Copy/Paste on personal apps

v

A

Document Security Azure Information Protection
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Why Microsoft 365 Business Premium?
Protect the Identity

J>

Azure Active Directory

A 4

<>

1. Self Service Password Reset

2. Multi Factor Authentication for:

*  Microsoft Services
» 3" party Apps

3. Conditional Access W
User

* Location
Devices

* Apps

Active
Directory

Hybrid Configuration
AAD Connect enables a single
username/password for cloud and on premises

dpps

Self Service Password Reset with writeback
Let's your users change password easily and
that's written back to AD to maintain uniform
Password Policies

MFA for additional security for:
Microsoft Services (incl. Office 365 Services)
31 Party Apps

Conditional Access
Enforce access controls based on location,
user state, device state and apps

Unit 35, Finglas Business Centre, Jamestown Road, D11 EP86 | Phone: (01) 8424114 ||hello@it.ie

www.it.ie



Why Microsoft 365 Business Premium?

Device and Application Security

Intune
MDM + MAM Intune does two things:

1. Device Management For Windows &

Mobile Devices
. Mobile Application Management for
i0S & Android
10 Pro
1

Moabile Devices Windows 10 Pro device

N
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Why Microsoft 365 Business Premium?

Device Management - Intune

]

Mobile Devices

10 Pro
1

Windows 10 Pro device

Device Registration
Certificate Management

Device Wipe for Stolen Devices

1. Device Management For Windows & Mobile
Devices:

End to End Device Management for Mobile
and Windows Devices:

Device Registration

Certificate Management

Wifi, VPN Profile

Device Wipe for Stolen Devices
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Why Microsoft 365 Business Premium?

Application Security - Intune

Intune
MAM Intune does two things:
2. Mobile Application Management for i0S

& Android
+  Restricting Cut/Copy/Paste/Save on
Ring fencing Apps Personal apps
Corp &3 @contsoso.com
— »
Personal @hotmail.com

¢=

Email Attachment

@ —=— - @ — Q
Copy

for Business.

ﬂﬂ Paste Save
Can’t Paste to Personal x Can't Save to Personal
x Apps Storage
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Why Microsoft 365 Business Premium?
Advanced Security — O365 Advanced Threat Protection

W

Sender

e Vultiple filters + three antivirus engines
with Exchange Online protection

Detonation
chamber
(sandbox)
Executable?

Registry call?
Elevation? Malicious links
Recipient

o

Suspicious attachment

Unsafe

Protection against unknown

malware/Viruses

= Behavioral analysis with machine
learning

=  Admin alerts

Time-of-click Protection

= Real-time protection against
malicious URLs

= Growing URL coverage

Rich Reporting and Tracing
*  Built-in URL trace
= Reports for advanced threats
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Why Microsoft 365 Business Premium?

Advanced Security — Controlling Data Access: Data Loss Prevention

& For your infarmation - internat Explanes - [nPrvate]

&

t offsce 365 com

Data Loss Prevention

Offers Policy Tips to prevent users
from sharing sensitive content
Detects sensitive content based on
pattern matching engine for various
sensitive data

* Bank Routing Numbers

* SSNs

*  PHI
Takes Action
= Blocks

* Reports to admin
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Why Microsoft 365 Business Premium?

Advanced Security — Controlling Data Access: Exchange Online Archiving

Exchange Online Archiving
Unlimited archiving mailbox
: M et S = eDiscovery features to help produce
L e . data/content
7o e You 8 o 365 orgeeis * Provides long term retention of

RS snmens content based on compliance
. requirement
I -
-

Retains even deleted items for long
term retention & eDiscovery
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Why Microsoft 365 Business Premium?
Advanced Security — Controlling Data Access: Encryption & Rights Management

)

File Message Insert Draw Options Format Text Review Help

B Colors ~ @ @ @

== Fonts ~

Themes Page Bcc  From
v I@‘E}"‘fectsY Calar~
Themes Show Fields
E‘ To
Send Ce
Subject
@ Sample List.docx o
11 KB
Hi Team,

u]
El [[] Request a Delivery Receipt

Encvr)rpt l;suett‘u;o:lsnvg | Request a Read Receipt

Set permission on this item
Encrypt-Only
Do Mot Forward
Confidential \ All Employees

Highly Confidential \ All Employees

Can you look at the attached document and review before our meeting on Monday?

Thanks

Steve

Untitled - Message (HTML)
Q Tell me what you want to do

M8 L

Save Sent Delay  Direct
Item To ~ Delivery Replies To

] Maore Options ]

Set Permissions like ‘Do Not
Forward’

Enable External Encryption — where
recipients get fully encrypted emails
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Why Microsoft 365 Business Premium?

Document Security

User 1

Azure Information

Protection
js)=—t

7
7 a
/|

[ .

Document

Classification & Labeling: “Highly Confidential”
Encryption

Tracking

Revocation

Document

User 2

Azure Information Protection
* (lassification & Labeling:

*  Manually Classify documents
based on labels like “Highly
Confidential” that is
associated with a certain
group access

* Encryption: The encryption follows
classification labels

= Tracking: who/where document is
accessed

* Revoke access previously granted
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Microsoft 365 Blog

https://www.microsoft.com/en-us/microsoft-365/blog/

Get Yammer in Teams and new
features in Microsoft Edge—here's
what's new to Microsoft 365 in April

In this warld of remate sverything, our custamers are discavering so many

new ways to work and learn online. We're committed to shipping updates and
improvements to our tools that help you stay connected, productive, and
secure through the current crisis and beyond.

Read mare

Recent articles Office 365 Windows 10 Enterprise Mobility + Security ~

Recent Articles

FEATURED MARCH 30, 2020 APRIL 24, 2020 PRIL 22, 2020
New Microsoft 365 offerings for small Update #3 on our commitment to How remote work impacts
and medium-sized businesses customers and Microsoft cloud services collaboration: findings from our team
Today, we are amnouncing changes to our Office 363 continuity Shorter mestings. Scheduled socisl me. Sa many
subscriptions for small and medium.sized businesses— 5. \We dug into 3 0 see how

Here is a post that shares insights into the work we have

and to Office 365 ProPius. coilabarate.

is changing the way w

Read more

[ [ AN (SR # =y |
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To speak with one of our Microsoft 365 representatives:

Call (01) 8424114

Email: hello@it.ie
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