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INTRODUCTION

THE THREAT OF PHISHING EMAILS

Why Your Business is Vulnerable

Phising is the #1 Cyber Threat

Phishing is the most common starting point of cyber breaches.

Almost every employee deals with emails day-in day-out. Since all it takes is for
a criminal to have access to an email inbox to carry out a scam, email provides a
convenient access point to intrude company networks.

Why you need this guide

This guide is for business owners, IT professionals, line managers and other
stakeholders and decision makers who want to understand the risk posed by phishing
emails to their business.

In order for your business to stay safe, protect its reputation and save valuable
time and money, it is essential that phishing emails are understood and addressed
throughout the company. This guide will introduce you to the forms that phishing

emails take, why they succeed, and how your company can stay safe.

'_
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WHAT IS PHISHING?

All you need to know about the most dangerous
cyber attack

Phishing is the use of deceptive emails to obtain sensitive information. Some
of these are generic scams sent out by cyber criminals to as many recipients
as they can reach. For example, the advance-fee scam involves an email
from a supposedly wealthy person in a perilous situation, often in a volatile
country. They ask the recipient to kindly forward some money to help them
out of trouble, with the promise that it will be returned manyfold once the
sender has ‘regained access to their funds’

Other phishing emails are more specific to the recipient. This is called spear
phishing. In a spear phishing attack, the cyber criminal will do research
into the recipient to find information that will make the scam more likely
to succeed, such as names of vendors and business associates who the
scammer could attempt to impersonate.

Phishing emails are Who sends out

used to .... phishing emails?

Phishing emails are sent out by
cyber criminals posing as legiti-
mate persons or businesses, such
as banks or online file sharing
services.

; Obtain sensitive information
such as trade secrets

I Obtain personal information
like bank account numbers and

street addresses. _ _
Anyone with access to an email

account can create a phishing
email, which is part of the reason
why phishing has become such

a worldwide epidemic in recent
years.

2 Infect your device with malware
through malicious attachments.

i Lead you to bogus websites.

i Dupe you into making payments
to fake bank accounts.

Get you to pay fake invoices

hello@it.ie
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WHAT MAKES A PHISHING ATTACK SUCCESSFUL?

Here's How Cyber Criminals Succeed

Cyber criminals have a number of tricks up their sleeve that they deploy to
make for highly- successful phishing scams. While a phishing email could
take endless different forms, there are a few main elements that almost all
successful phishing scams will contain.

Carrot or Stick Familiarity Authority

An offer too good to refuse Familiar domains, brand Phishers often pose as

- or a threat - is likely to names and even names banks or senior managers

grab a recipient’s attention.  of colleagues are used to as authoritative senders
make scams appear safe. grab the attention of users.

Phishing emails claim to Cyber criminals time their Employees that aren’t en-

be urgent so users are emails carefully - for ex- rolled on phishing training

less likely to think twice ample for Friday afternoon  or testing programmes are

before clicking and act- when users are more care- far more likely to fall for
free. scams.

ing on them.
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THE STAGES OF A PHISHING ATTACK
Successful scams happen in three steps

There is more to each phishing scam than just an email.
To understand how phishing attacks work and how

they can be counteracted, it is important to know how SC16)))5 b, Vsfunction(e)(this
they are constructed before they are sent out to their Enis 0. push({dcia optionsic )))
apl={)ivar esuindow. _ Jsl=()je.
targets. = JEQA,2))MAthES b push(d); . x("gap
ajthis . wethis . benulljthis. D=0 this,
mi SEREREENY | O<=a . indexOf ("MSIE" )AR0C=4
From when a cyber criminal first plans an attack to 1 )0 this 1e=18)}3._. 2(KP,.
when a user exposes their credentials there are three tanceof Array)for(var e in d)1p(a,c,d[

distinct stages in which the phishing attack takes place. B e Ly e

yreturn nulljif(c instanceof Array){var
w--nll(ﬂ-thlt.b.!hli.b-uull);lf(v-u..otA
stener(x,u.I\):a.dct.chﬁvcntlln.dctnchivo
;this.u-u;(.provcntoof.ult?c.provontoofnu

;gp(w\ndnw,“_.i(_.F(C.ﬂ)));(-_-QC();V." d=_.

H H tionCa){try{a()}catch(g){d-1log(g)}},this
Information (Bait) g R ey it L ey L ST
;i _-x("gbar.mls”,function(){}): -Ma("eq”,ne

; (Function(){for(var a=function(a){retlhrn func

First, the cyber criminal gathers the necessary
information to perform the attack. This could be as
simple as finding an email used by a bank and copying
it off, or as complicated as penetrating into a company
network through a series of fake messages, calls and
impersonations.

Promise (Hook)

In the second stage of a phishing attack, the criminal
will come up with a *hook’ that will catch the attention
of the victim. For example, this could be a message that
warns the recipient that their bank account has had
unusual activity - or an email from the company’s CEO
asking for urgent help with making a payment.

Attack (Catch)

The third stage is where the phishing email is

actually sent out, and the cyber criminal awaits the
victim’s response. Spam filters and the users’ knowledge
of and ability to identify suspicious emails will be
tested here.
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WHAT DOES A PHISHING EMAIL LOOK LIKE?

Here's one of the most common emails

Phishing emails can take on a huge number of different forms.
However, some scams are far more popular than others, and often
scams follow a few common trends.

This is an example of a phishing email that contains a fake invoice.
These types of scams are extremely common in businesses of all
types and sizes, since employees that handle payments every day
are easy targets for a scam. The cyber criminal that sent this email
is likely to have done research into the tools that the company
uses - which is often easily done through social media such as
LinkedIn - and sent a fake ‘invoice’ from one of the partners of the
company. If the recipient had paid the invoice, the money would
have been lost to the cyber criminal’s account.

Outstanding Payment - Urgent Action Required (Extemals D inbox x 8 2
payments -cpayments-_’n“ 15:58 (0 minutes ago) Yy €
- G-

Your payment for last month is still outstanding.

As per our contract, if you fail to pay within 14 days of the invoice being due,
we reserve the right to restrict your access to our platform.

I would urge you to action the attached payment request ASAP. Failure to do
so could result in an end to our partnership.

Regards,

Download Invoice

& Reply %~ Reply to all ~ Forward

05
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WEBSITE SPOOFING

The fake sites used to harvest credentials

Website spoofing is when a cyber criminal creates a website that
looks identical to a real website page - usually a log-in page - in an
attempt to harvest user credentials or other information.

An example of website spoofing

One of the most common website spoofs are for log-in pages to popular
online services, such as Microsoft 365. A user may receive an email that
claims to link them to a business resource, which leads them to what
looks like a M365 log-in page. When the user enters their details, however,
these fall right into the hands of the cyber criminal who created the page.

What happens when a user enters
their details?

When a user enters their details, these
g will be sent directly to the cyber

criminal. However, the user will likely
not be aware that this has happened.
Most spoofing pages are set up to
redirect the user to the real log-in
page after, so the user will likely think
a temporary glitch has happened and

swsmus re- enter their log-in details. They will
then log in to the real service,
completely unaware that their details
were picked up by a cyber criminal in

— the middle.

hello@it.ie
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QR CODE PHISHING ATTACKS

Tricking users in to taking action on less secure devices

QR code phishing also known as Quishing or QRishing, involves
tricking someone into scanning a QR code using a mobile phone.
The QR code then takes the user to a fraudulent website that might
download malware or ask for sensitive information.

The QR code is a way to force a user to move from a desktop or

laptop to a mobile device, that may have weaker antiphishing
protections.

The example below is designed to target Microsoft users with the
intention of stealing their Microsoft Login Credentials.

B" Microsoft

Security Authentication| Scan

you are being held responsible to review security update as
of 20/06/2023. Quickly scan above QR Code with your smartphone
camera.

Review security requirements within 2 days of the received date by
going to Account manager in the Security Center.

hello@it.ie
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WHAT ARE THE DIFFERENT TYPES OF PHISHING?

These are the most common scams

New phishing scams are created every single day, but the majority of scams fall into one
- or more - of the main types. Here's what the common different types of phishing are,

and what they involve.

. 4. Spear phishing emails are targeted at a specific group of people, such
Spear Phishing as employees of a specific company, and use information about them
to make the scam more likely to succeed

Whaling attacks specifically target high-value targets such as
CEOs and investors, called ‘whales’ due to their potential to

access large funds and valuable information.

Smishing, also known as SMS phishing, includes all phishing scams
that take place over SMS and text-based messaging services.

These types of scams involve a cyber criminal impersonating the CEO
of a company and sending out essages to employees, often asking
them to make an urgent payment or hand over sensitive information.

Business Email In a BEC attack, a cyber criminal infiltrates messages sent between
Cu . business partners, such as a endor and customer. These scams often
O S involve the sending out of fake invoices to steal money.

Vishing, aka voice-based phishing, includes all phishing attacks
that take place over telephone calls or other voice-based commu-

nications.

Pretexting is the use of a made-up story to make a phishing scam more

Pretexting likely to succeed. This often involves the cyber criminal posing as a
person in trouble who asks for ‘help’ from the target

This type of scam involves a cyber criminal posing as a well-known

brand on social media, and replying to public messages of people
complaining about their experiences with the brand, in an attempt

to harvest private information.

Angler

phishing
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PHISHING IN NUMBERS

Phishing Attacks 2021 - 2022

16,452,129
2021 29.3% increase
21,267,356
2022
0 5m 10m 15m 20m 25m

According to a report by security company Egress, 92% of organisations have fallen
victim to phishing attacks in 2022. This accounts for the 29% increase in phishing
incidents from 2021.

Phishing Facts & Figures

Google Phishing Attacks: Google saw a 1,560% increase in phishing pages in 2022, rising to the
third spot in the most impersonated brands for phishing.

Phishing Pages: There was a 48% increase in phishing pages in 2022 compared to 2021.

Financial Services: This industry was the most impersonated in 2022, representing 34%
Of all phishing pages.

These two brands accounted for more phishing pages than all other

Microsoft and Google: cloud brands combined.

Phishing Volumes: Every industry, excluding social media, contributed to the significant
’ increase in phishing pages in 2022.
Facebook: It remained the most impersonated brand, with Meta brands ac-

counting for 15% of all phishing pages.
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mailto:hello%40it.ie?subject=

10

HOW CAN YOU PROTECT YOUR BUSINESS FROM
PHISHING?
Take the essential steps to stay safe

While there’s almost no chance of stopping
phishing emails from hitting your company’s
in-boxes, you can significantly reduce the
chances of a successful breach by taking the
proper precautions.

The first step in reducing the risk posed by
phishing emails is taking the proper technical
measures. This means instituting a spam filter
to block emails that come from suspicious
sources or contain suspicious content, and
enabling security messages for users such as
banners that warn users when an email comes
from outside the company.

However, no technical measure can stop all
phishing emails. The second step to stopping
the threat of phishing is too often overlooked,
but is just as important. This involves
addressing the human factor: training
employees to understand the threat posed by
phishing, identify the signs of phishing, and to
take the proper precautions when they send
or receive information over email.
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What is anti-phishing software?

Anti-phishing software is software that is designed to stop phishing emails
from landing in users’ inboxes. This includes tools such as spam filters and
Al-powered email scanners.

How to stop employees falling for phishing

While anti-phishing software is necessary for any business, it is not enough to
stop employees from falling for phishing emails. No software can stop every
scam from finding their way to user inboxes.

Training users on email security as well as identifying and correctly dealing
with phishing emails is essential to secure your business against phishing and
related cyber threats. It's important that users are aware of common signs of
phishing, such as look-alike domains and unusual requests, and that they take
caution when receiving unexpected attachments or payment

requests.

Testing user response to phishing emails helps you understand the risk posed
by phishing to your business. A phishing simulator lets you send realistic
phishing emails to your end users and gauge their response. In addition to
letting you assess the risk level, phishing simulations are also a great way for
your users to learn and put their skills to practise, and often provide a better
and a more retention-focused way to learn than a training course would be able
to provide by itself.

This is easily achieved with our effective Human Risk Management service. This
service is a comprehensive solution that allows you to turn your weakest links
into your best defence against cyber attacks. It is a gamified method of
building a robust security posture with short engaging training modues and
realistc phishing simulations, delivered at a frequency to suit you and your team.

hello@it.ie
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